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A B S T R A C T  A R T I C L E   I N F O 
 

Whether virtual or real, every data centre depends on its 

network, and the firewall is a crucial component of that 

network for secure communication. Different types of 

firewalls, such as software firewalls, physical firewalls, 

virtual appliance firewalls, and kernel-integrated firewalls, 

can secure data centre connections. When choosing a firewall, 

there are many things to take into account, especially in a 

virtualized data centre where each firewall behaves differently 

depending on the situation. Reduced costs, effective 

administration extensibility, greater resource usage, 

scalability, and energy resilience are just a few benefits that 

virtualized data centres are supposed to produce. In this study, 

the use of firewalls is examined in relation to virtualized data 

centres. The effectiveness of several kinds of firewalls, 

including virtual firewalls, physical firewalls, and software 

.The performance of various types of firewalls, such as 

software firewalls, physical firewalls, virtual appliance 

firewalls, and kernel-integrated firewalls, is being analysed. 

Virtual data centre firewall implementation and performance 

comparisons explain how to design and which firewall type 

provides the best performance. In all conditions, it was shown 

that kernel-integrated firewalls worked properly. Virtual 

machine IP addresses and networks can vary, and the kernel-

based firewall can dynamically update its rules to keep pace 

with such changes.  
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1.INTRODUCTION 

 

Controlling the flow of network data is the 

primary function of a packet filtering fire-

wall. Each packet, which contains user data 

and control information, is examined by the 

firewall and tested according to a set of pre-

established criteria. Packet filtering fire-

walls play a significant role in ensuring the 

integrity and authenticity of network data. 

It is important to consider the benefits and 

drawbacks of each choice before making a 

final decision. Filtering firewalls are classi-

fied as either No State Packet Filtering 

(NSPF) or Stateful Packet Filtering (SPF). 

There is no State Packet filtering: As long 

as the firewall's rules are met, it either ac-

cepts (Allow) or refuses (Deny) a packet 
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based on its header information (Deny). 

The stateless firewall does not keep track of 

TCP connection status [1-2]. 

  In order to enable full packet filtra-

tion, select the option. A state-full firewall 

also monitors TCP connection status. Sev-

eral flags and header fields in the TCP pro-

tocol are used to keep track of its current 

status, as demonstrated clearly in the re-

search. The firewall monitors the traffic 

flow from beginning to end, and each pack-

et's information is examined and kept in the 

status table. This is done by comparing the 

TCP session information in each packet to 

the firewall's state database and allowing or 

rejecting a packet based on the information. 

Processor, memory, and interface are phys-

ical components of physical firewalls 

[3].Distributed Firewall Monitors and fil-

ters virtual machine virtual NIC traffic at 

both the kernel and virtual NIC levels with 

the KIF module. A distributed firewall 

across multiple hypervisors can be imple-

mented with it [4]. 

 A virtual firewall is an additional 

option for implementing a firewall in a vir-

tualized datacenter. On the hypervisor, the 

virtual appliance firewall is installed and 

monitors all communication between vir-

tual machines. Using a pre-configured vir-

tual appliance firewall is a straightforward 

process. To get started, all that is required 

is the loading of a virtual appliance into the 

hypervisor and some basic configuration. 

Firewall monitors for your own safety and 

the safety of others. A bespoke operating 

system runs on virtual hardware and serves 

the same purposes as a real firewall in a vir-

tual appliance [5].The only difference be-

tween a virtual appliance firewall and a 

physical firewall is the hardware. While a 

physical firewall is composed of physical 

components such a motherboard, CPU, 

memory, and network interface cards, a vir-

tual firewall is constructed entirely of soft-

ware. In spite of this, most of the tasks and 

functionalities are the same [6]. 

 On the VM, an if/firewall can be in-

stalled as an application. This firewall anal-

yses traffic after being installed as software 

on the operating system. It is also possible 

to keep track of the VMs' traffic on the OS 

itself. A physical firewall device can be 

used in a virtualized data Center to monitor 

and safeguard virtual machine connections, 

providing virtual machine protection. It is 

necessary to have a firewall in place in or-

der to keep track of virtual machine traffic 

when it connects with a physical computer 

network. The physical firewall in a virtual-

ized data centre has a number of restrictions 

and is unable to keep track of all types of 

virtual machine traffic. Virtual computers 

connected to the same virtual switch cannot 

be monitored by the physical firewall (PF) 

[7]. The physical firewall is unable to keep 

track of the activities of a virtual machine 

when it connects to other virtual machines 

running on different hypervisors over the 

same IP network. Since the physical fire-

wall only supports IP-based policies, it 

won't recognise a virtual machine's new IP 

address or migrate to a different IP subnet, 

necessitating the administrator's updating 

the firewall policies [8].  

Distributed firewalls that analyze virtual 

machine traffic at both the kernel and vir-

tual NIC (VNIC) levels are made available 

by the VMware NSX service. As a result, 

firewall rule enforcement can be scaled up 

without putting a strain on physical equip-

ment. As a result, the firewall consumes 

only a small amount of CPU and can run at 

full speed. Virtual NIC cards are used to 

monitor and filter the traffic flowing be-

tween computers when they are connected 

via a network. Virtual machine traffic can 

be filtered using L2-L4 rules on a hypervi-

sor's kernel-integrated firewall (KIF).  

 Virtual machine traffic is monitored 

as the hypervisor loads and begins initiali-

zation. You have the option of monitoring 

or excluding the traffic of all virtual ma-

chines. One of the firewall's options is a 

choice between two types of filters. With 

just a single administration panel, NSX 

firewall configurations are incredibly easy 

to manage. Using its control plane, the cen-

tral administrative console sends rules and 

policies to the hypervisors. Every hypervi-

sor analyzes virtual machine traffic accord-

ing to these criteria, which makes it easier 

to monitor virtual machines across all hy-

pervisors [9]. 
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 Virtual machines' traffic is tracked 

as it passes through hypervisors .It is possi-

ble for a distributed firewall to keep track 

of traffic flowing between virtual machines 

on the same virtual switch, as well as be-

tween virtual machines running on different 

hypervisors and the internet [10]. 

 
Fig 1. Firewall Virtual Appliance 

 

A virtual firewall is another type of 

firewall implementation in a virtualized 

datacenter. All traffic from all virtual ma-

chines is monitored by a virtual appliance 

firewall that is deployed on the hypervisor 

[11]. 

 

2.RECENT WORK  

 

ICMP queries are sent from the 

physical computer to the virtual machine 

and from the virtual machine to the virtual 

machine in all the study scenarios, and the 

throughput of the various firewalls is meas-

ured by the amount of FTP traffic. At least 

10 ICMP packets are utilized to assess per-

formance in this study (This following pro-

cess is repeated 10 times to get the average 

result). Typical, and worst-case ICMP re-

sponse times are recorded. The standard 

size of a packet transmitted from a source 

to a destination is 10000 bytes. Every time 

10 packets are transmitted, the elapsed time 

between them is measured. Pinging a vir-

tual machine from a real computer revealed 

that both machines were able to communi-

cate via the firewall. It took 10 iterations of 

sending out ICMP packets and download-

ing 1.23 GB of data from an FTP server to 

the physical system [12]. 

It is possible to ping a virtual ma-

chine from a physical one, and vice versa, 

using the virtual appliance firewall to facil-

itate machine-to-machine communication. 

Ten sets of ten ICMP packets were gener-

ated, and a 1.23 GB file was downloaded 

from an FTP server to the physical system. 

Traffic from a physical host to a vir-

tual machine is generated and monitored 

using a distributed and kernel-integrated 

(VMware NSX) virtual appliance firewall. 

Using the kernel-integrated fire-

wall, we can ping a VM from a host com-

puter and have the VM connect with the 

host over the firewall. Create ten ICMP 

packets and get the 1.23 GB file from the 

FTP server. 

Virtual machines housed on two 

distinct hypervisors can ping one another 

and connect with the outside world by way 

of the physical firewall used in conjunction 

with the application firewall. The 1.23 GB 

file was downloaded after 10 rounds of gen-

erating 10 ICMP packets [13]. 

When two virtual machines are 

communicating behind a physical firewall, 

the distributed and kernel-integrated 

(VMware NSX) solution is utilized to pro-

duce identical traffic from one virtual ma-

chine to another while keeping tabs on it. 

Use ping from one virtual machine 

to another and the firewall built into the ker-

nel of each virtual machine to connect with 

the other virtual machines. The 1.23 GB file 

was downloaded from the FTP server and 

sent to the virtual machine after 10 ICMP 

packets were created [14]. 

Pinging a virtual machine from an-

other virtual machine is possible when us-

ing a virtual appliance firewall, and 

"PfSense" is a software firewall that allows 

communication between virtual machines. 

Dependent variable, virtual datacenter, in-

dependent variables, virtual computer, real 

machine, physical Internet, ICMP, FTP, 

and Ping are all crucial parts of this study's 
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research variables. Discussion on the meas-

uring instruments is given as.Virtual data 

centers provide businesses with a set of 

cloud infrastructure components including 

servers, storage clusters, and networking 

hardware. Using Virtual Data Center, cus-

tomers may save their data on the cloud. In 

the virtualization hub, users may log in 

from any gadget. It's been estimated that 

[15]. 

A virtual machine (VM) is a type of 

computing resource that simulates a com-

puter in software rather than an actual com-

puter. Multiple "guest" computers share a 

single "host" computer .A VM is a software 

simulation of a real computer. The software 

that makes up a virtual machine has to be 

maintained in the form of updates and sys-

tem monitoring in order to execute applica-

tions, operating systems, and other com-

puter activities. Multiple virtual machines 

(VMs) can be hosted and operated on a sin-

gle physical computer (usually a server). 

While a physical/real machine is a 

dedicated platform for a single tenant, a hy-

pervisor (host) may handle several virtual 

servers, so enabling numerous programs to 

operate in parallel while sharing the same 

set of physical resources. If you virtualize 

your servers, you may operate your termi-

nal server, database server, and file server 

all from the same physical hypervisor [16]. 

Routers, cables, antennas, internet 

exchange points, and data centers are all ex-

amples of the physical components that 

make up the Internet and make it possible 

for us to communicate with one another. 

Submarine cables, which transmit telecom-

munication signals across oceans and seas, 

internet exchange points, which allow dif-

ferent service providers to exchange inter-

net traffic, and data centers are all depicted 

in the visualization to demonstrate their 

physical structure and real quantity [17]. 

The Internet Control Message Pro-

tocol (ICMP) is a protocol used at the net-

work level. Latency between two sites on a 

network may be measured using the ubiqui-

tous ICMP protocol, which also serves to 

relay information about network connec-

tion difficulties back to the compromised 

transmission's point of origin. Destination 

network inaccessible, source route failure, 

and source quench are some of the control 

messages that can be sent. Information is 

transmitted using a packet format with an 8-

byte header and a body of varying size. A 

device, such as a router, can utilize ICMP 

to notify the data packet's originator of any 

problems with the transmission. If a data-

gram fails to reach its destination, for in-

stance, ICMP can notify the host of the fail-

ure and provide further information that 

may provide light on the cause of the trans-

mission failure. It's a method of conducting 

business that promotes open dialogue 

among employees [18]. Every end user in a 

data center is at risk of cyberattacks. Even 

if the data is well-processed, there are a 

number of risks because most VMs are lo-

cated on the same virtual server. For centu-

ries, people have relied on traditional mate-

rials and methods to construct their homes' 

fire walls and other essentials. It is impos-

sible to identify an attack on audio and 

video equipment that comes into contact 

with traditional fire barriers and other prod-

ucts like those. However, a hardware fire-

wall cannot be replaced by many fireplaces, 

and you must just be visible between two 

machines in order to use their traffic moni-

toring features. Physical items that interfere 

with virtual machine migration are another 

problem [19].In all data centers, a firewall 

is a must for users, according to many ex-

amples. Consider the implications of this 

statement. As an IT security manager, he 

failed to see any internal threats to the data 

center, which provides all of the important 

services .The configuration of a firewall is 

more important than the configuration of 

other computer systems. " However, many 

people are afraid of putting up a firewall or 

data center for two reasons. Unit testing is 

one example of a performance.Currently, 

most firewalls are still in development and 

are designed for older systems, but they 

nevertheless provide the necessary protec-

tion and security features. Most fire-

fighting realtors still design bank opera-

tional settings that have an unknown varia-

ble of what the firewall should be in the data 

center if this sort of firewall is positioned in 

a location that cannot support such a load. 
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Data centers require a firewall for numer-

ous reasons, as stated in this article. Media 

management is critical in data centers, 

where the firewall must be implemented in 

a variety of physical, embedded, and virtual 

modes of implementation [20-21].  

  

3. RESULTS AND DISCUSSION 

 

Ping, ICMP delay, FTP, VM, RM, and la-

tency are all examples of performance pa-

rameters, with throughput serving as a 

benchmark for determining a network's up-

per limit. packets received by one node at a 

given time is referred to as "unit time". The 

Ping is a network management software di-

agnostic utility that is used to determine 

whether a host is accessible on a network. 

Ping is a component of the Internet Control 

Message Protocol (ICMP) family. A 

timestamp is included in each packet sent 

by Ping, and this can be used to calculate 

the time it takes for a packet to travel to the 

remote host. ICMP is a network-layer Inter-

net protocol that sends error messages and 

other information about packet processing 

back to the source, and this is referred to as 

the latency of a packet. The ICMP delay is 

the time it takes for a packet to get from the 

sender to the receiver. There are a number 

of significant messages generated by IC-

MPs, such as "Destination Unreachable," 

"Echo Request and Reply," "Time Ex-

ceeded," and "Timestamp Request and Re-

ply." PfSense is a firewall/router computer 

software distribution based on FreeBSD 

that may be installed on a physical or virtual 

machine to create a dedicated fire-

wall/router for a network. Web-based man-

agement means no knowledge of the under-

lying FreeBSD system is required to con-

figure and upgrade it. In order to avoid be-

ing mapped by malicious networks, net-

work managers frequently disable ICMP on 

network equipment. (e.g., Nmap and Nes-

sus scans). A wide range of malicious ac-

tivities, including but not limited to: ping 

sweeps, ping flooding, ICMP tunneling, 

and ICMP redirects, can all be carried out 

using the enabled ICMP protocol. As a 

"quick fix" security precaution, network 

managers occasionally disable ICMP traffic 

on their firewalls due to all of the possible 

ICMP assaults and the fact that TCP/IP still 

"mostly" works when ICMP traffic is disa-

bled. Network security and performance 

may be negatively impacted by the removal 

of the ICMP protocol from the operating 

system When the ICMP protocol is re-

stricted, it disables critical mechanisms. 

Tests for ICMP communication latency can 

uncover network connectivity and security 

issues. In order to get accurate findings, 

pfSense software uses ICMP communica-

tion delays to perform the lab setup.  

The machines under test are Inspur 

3060 servers, each of them contains a 8-

core Dell Power Edge, R320 32 GB DDR3 

RAM, 2.6 GHz Processor (8 Cores), 500 

GB HDD, 4.1Gbps NIC and 7th Generation 

HP 380, 2.6GHz Processor, 32 GB DDR3 

RAM (8 Cores), 4 1Gbps NICs 1 TB HDD, 

one serving a real machine and the other as 

a virtual machine. All of them are con-

nected to a test intranet, with Firewall spec-

ification as: Physical CISCO ASA 5505, 

Virtual Appliance CISCO ASA 1000v, In-

tegrated & Distributed VMWare NSX, and 

with Application PFSense. Our experiment 

is controlled computer, with Operating Sys-

tems & Hypervisors as: VMWare Hypervi-

sor ESXi Version 6.0 Windows OS

 Server 2012, Windows 7,10. In the 

lab setup complete virtualized networking 

setup was designed where Ping from a vir-

tual computer to a real machine in this cir-

cumstance can be generated, and these de-

vices were intended to enable obtaining in-

formation over the physical Internet easier. 

10 ICMP packets generated, ten times each, 

and then sent them as a 1.23 GB file to the 

Physical Machine through FTP. Delay has 

been measured on pfSense software which 

is an open source firewall evaluation soft-

ware and firewall in itself as well [22]. 

 

4. RESULTS AND DISCUSSIONS 

 

 The findings are based on a 10x 

ICMP communication delay with a packet 

size of 10,000 bytes between the physical 

machine (Source) and the virtual machine. 

(Destination). Each time the 10 ICMP 
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packets are transmitted, the delays are in-

vestigated. The graphs are created using 

MS Excel; the x axis represents the time of 

the message according to the order in which 

it was sent, and the y axis represents the de-

lay in receiving time, which is measured in 

milliseconds. The delays between a physi-

cal system and a virtual machine using 

ICMP (Internet Controlled Messaging Pro-

tocol) without a firewall are as follows and 

are displayed in Figure 1.  

 

Fig .1 ICMP Delays Between a RM 

and a VM Without Firewall 

Figure 1 illustrates the result output of 

ICMP (Internet Controlled Messaging Pro-

tocol) communication delays between a 

physical machine and a virtual machine 

without firewall measured in milliseconds 

and packet size in 10000 bytes. The num-

bers on y axis from 1-10 show the10 pack-

ets of ICMP communication delays (where 

the packet size was10000 bytes for each 

packet) in the intervals of milliseconds 

shown on the x axis ranging from 1.9- 

2.25ms with the increment of 0.05ms each 

time. And the latency looks very similar at 

delay on 2ms and the number of time inter-

vals at 3, 4, 6, 7, 9, and 10. And again at 

2.1ms on the number of time intervals at 2, 

5, and 8. Latency steadily increases only on 

interval 1 at 2.2ms.  

Physical Firewall Results 

ICMP (Internet Controlled Messag-

ing Protocol) Physical Firewall delays be-

tween physical machines and virtual ma-

chines are seen below in figure 2.These fig-

ures depict loading on physical FWs 

Fig.1  ICMP delays between a RM and 

VM with Physical  Firewall through Light 

Load 

Figure 2 illustrates the result output of 

ICMP (Internet Controlled Messaging Pro-

tocol) communication delays between a 

physical machine and a virtual machine 

with physical firewall and light load meas-

ured in milliseconds and packet size in 

10000 bytes. The numbers on y axis from 

1-10 show the10 packets of ICMP commu-

nication delays (where the packet size 

was10000 bytes for each packet) in the in-

tervals of milliseconds shown on the x axis 

ranging from 13.8- 4.8ms with the incre-

ment of 0.02ms each time. And the latency 

looks very similar at delay on 4.3 ms and 

the number of time intervals at 1,3, 4, and 

6. And again at 4.1ms on the number of 

time intervals at 2, and 8. It changes at de-

lay 4.5 ms and the number of intervals is 7, 

and 4.4 ms at the interval of 10 Latency 

steadily increases only on interval 5 at 

4.7ms. The result output of ICMP (Internet 

Controlled Messaging Protocol) communi-

cation delays between a physical machine 

and a virtual machine with physical firewall 

and full load measured in milliseconds and 

packet size in 10000 bytes. The numbers on 

y axis from 1-10 show the10 packets of 

ICMP communication delays (where the 

packet size was10000 bytes for each 

packet) in the intervals of milliseconds 

shown on the x axis ranging from 7.4- 

8.8ms with the increment of 0.02ms each 

time. And the latency looks very similar at 
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delay on 8.2ms and the number of time in-

tervals at 5 and 10. And again at 8.4ms on 

the number of time intervals at 4, and 8 and 

8.5ms on the number of time intervals at 1, 

and 9. It changes at delay 8.1ms and the 

number of interval is 2, and 7.9ms at the in-

terval of 6, 8.3ms at the interval of 7 La-

tency steadily increases only on interval 3 

at 8.6ms.  

5.CONCLUSION 

As part of my research, I investigated how 

well various types of firewalls worked in a 

virtualized data center. To monitor traffic 

as it moves through a virtual machine, it 

must be installed at the kernel level. In all 

conditions, it was shown that kernels with 

firewalls grafted into them worked 

properly. Even if multiple virtual machines 

are connected to the same virtual switch, 

the switch can nevertheless monitor and fil-

ter traffic on each of them separately. The 

traffic is filtered out in this circumstance 

other firewalls, such as physical firewalls, 

virtual appliance firewalls, and application 

firewalls, use IP-based policies and are un-

able to detect and update their policies if a 

virtual machine's IP or network changes. To 

ensure continual virtual machine connectiv-

ity, network managers must alter their cur-

rent policy. Virtual machine IP addresses 

and networks can vary, and the kernel-

based firewall can dynamically update its 

rules to keep pace with such changes. With 

its distributed firewall functionality, virtual 

machines can travel across hypervisors 

with no disruption to their security settings, 

if their policies remain the same on all of 

them. A kernel-based, distributed firewall 

is the best way to protect against viruses. 
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