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ABSTRACT

Every data centre, whether virtual or physical, relies on its
network, and the firewall is an essential part of that network
for safe communication. Data centre connection can be
protected by a variety of firewall types, including software
firewalls, physical firewalls, virtual appliance firewalls, and
kernel-integrated firewalls. There are several factors to
consider when selecting a firewall, especially in a virtualized
data centre, where each firewall works differently in different
situations. Virtualized data centres are intended to yield lower
budgets, efficient management extensibility, better utilization
of available resources, scalability, and energy resilience,
among several other advantages. Virtualized data centres are
the topic of this study, which examines the application of
firewalls. The performance of various types of firewalls, such
as software firewalls, physical firewalls, virtual appliance
firewalls, and kernel-integrated firewalls, is being analysed.
Virtual data centre firewall implementation and performance
comparisons explain how to design and which firewall type
provides the best performance. In all conditions, it was shown
that kernel-integrated firewalls worked properly. Virtual
machine IP addresses and networks can vary, and the kernel-
based firewall can dynamically update its rules to keep pace
with such changes. With its distributed firewall functionality,
virtual machines can travel across hypervisors with no
disruption to their security settings, if their policies remain the
same. A kernel-based, distributed firewall is the best way to
protect against viruses.

1.INTRODUCTION
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When an organization's application soft-
ware, software infrastructure and computer
hardware are all in one place, it is called a
"data center. It is possible to think of a data
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center as a complex collection of intercon-
nected buildings that house everything
from servers to storage devices to network-
ing equipment (such as switches, routers,
and cabling. You may get everything you
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need at one place, including online services,
business software, and e-commerce. SAN,
local, fiber channel, SCSI storage, as well
as security (firewall, intrusion detection
system, IP) are all included in a data center
To house, administer, and maintain im-
portant computing resources for one or
more businesses is the purpose of the data
center [1]. There is a physical data center
that houses all of the resources that are
physically present. Software for all applica-
tions is installed on physical servers in a
data center, and these servers may com-
municate using physical media.An earlier
study found that in a virtualized data center,
both physical and virtual resources are
available for use. With the help of a hyper-
visor, which is installed on a physical server
and used as an application programmer, it
is possible to virtualize physical servers. It
is possible to use physical servers to host
virtual machines (VMs) that incorporate
virtual hardware.Virtual machines share
hardware resources, and these virtual ma-
chines can be used to execute an operating
system or application software [2].

Network virtualization refers to the
process of placing a series of logically sep-
arated network partitions on top of an exist-
ing physical infrastructure that is already in
place. In order to guarantee privacy, secu-
rity, and a unique set of policies, service
levels, and routing decisions, each partition
must be logically isolated from the others.
Transferring data centers from physical to
virtual via a cloud software platform allows
for remote access to information and appli-
cations[3].

In a virtualized datacenter, data and
network traffic are protected by a firewall.
In traditional data centers there are just a
few types of firewalls and installation op-
tions; but, in a virtualized data center a wide
variety of firewalls are available [4].1t be-
comes more critical to protect your data as
the number of devices and end systems
grows. These days, most businesses, of-
fices, and other organizations must use fire-
walls as an integral part of their computer
network [5].Increasing the number of end
systems and devices on a network necessi-
tates the use of firewalls in order to protect
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the network from outside threats. Choosing
the right firewall security solution is critical
since it affects all traffic between the local
and external networks. Firewalls are essen-
tial components of network security. In or-
der to prevent network packet delays from
increasing, they must ensure the appropri-
ate level of security while still providing
satisfactory performance [6].In a virtual
network, virtual machines (VMSs) can com-
municate with each other and with real ma-
chines on the same network. Connecting
virtual machines to the virtual network con-
sists of routers, virtual switches, and fire-
walls. To supply coax, an uplink is estab-
lished between the virtual switch and the
server's NIC (Network Interface Cards). As
there are both virtual and physical links.
VNICs (Virtual Network Interface Cards)
of two virtual computers are connected to a
virtual switch. To communicate with one
another, virtual machines employ virtual
connection. It does not matter if VMO1
wishes to interact with VMO2 or not it will
send a frame with the source and destina-
tion MAC addresses switched. By way of
the virtual switch, all incoming traffic from
VMO1 will be diverted to VMO02. Virtual
components like VNICs, virtual connec-
tions, and others will be used to facilitate
this communication. Without the need of
any hardware, these switches are referred to
as virtual [7-8].

2. RECENT WORK

Every end user in a data center is at risk of
cyberattacks. Even if the data is well-pro-
cessed, there are a number of risks because
most VMs are located on the same virtual
server. For centuries, people have relied on
traditional materials and methods to con-
struct their homes' fire walls and other es-
sentials. It is impossible to identify an at-
tack on audio and video equipment that
comes into contact with traditional fire bar-
riers and other products like those. How-
ever, a hardware firewall cannot be re-
placed by many fireplaces, and you must
just be visible between two machines in or-
der to use their traffic monitoring features
[9].Physical items that interfere with virtual
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machine migration are another problem. In
all data centers, a firewall is a must for us-
ers, according to many examples. Consider
the implications of this statement. As an IT
security manager, he failed to see any inter-
nal threats to the data center, which pro-
vides all of the important services [10].
The configuration of a firewall is
more important than the configuration of
other computer systems. " However, many
people are afraid of putting up a firewall or
data center for two reasons. Unit testing is
one example of a performance [11]. Cur-
rently, most firewalls are still in develop-
ment and are designed for older systems,
but they nevertheless provide the necessary
protection and security features. Most fire-
fighting realtors still design bank opera-
tional settings that have an unknown varia-
ble of what the firewall should be in the data
center if this sort of firewall is positioned in
a location that cannot support such a load
[12]. Data centers require a firewall for nu-
merous reasons, as stated in this article.
Media management is critical in data cen-
ters, where the firewall must be imple-
mented in a variety of physical, embedded,
and virtual modes of implementation [13].
Access management and security
are critical in the data center. Monitoring
the traffic between devices is made possible
by a well-built firewall and anti-intrusion
system. If you are looking for a way to
monitor packet filtering, you can use an em-
bedded hypervisor (a piece of software) that
serves as a virtual data center. It is possible
to configure a virtual firewall differently in
the hypervisor (built-in) mode and the
bridge mode (Virtual Appliance). Using the

3. PROPOSED METHOD

What constitutes a study's "research
design” are the goals, objectives, and meth-
ods by which those goals and objectives
will be attained. Specifically, research de-
sign is a portion of the blueprint for collect-
ing, measuring, and analyzing data for re-
search, addressing at least four issues:
which questions to investigate, which data
to gather, which data to collect it in, and
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same hooks from which all firewall func-
tions are performed, a virtual firewall can
be installed in a network [14]. In the event
of a visible network failure, the built-in hy-
pervisor functions as a firewall, which is
faster than the firewall mode. At the kernel
level, it acts as a firewall, filtering incoming
packets[15].Each visible and machine gun
traffic can pass through the built-in firewall
since it functions as a diversion firewall, as
demonstrated in the research on NSX .1t has
a centralized management console with a
variety of rules, controls and processing
methods. Helps the distribution chain by in-
tegrating into existing systems of security
[16]. A network-based security platform is
used to mix antivirus products and services
from different vendors. Suggested that
NSX cloud, other security solutions like an-
tivirus, IPS, and IDS, and NSX should be
able to interact with one another and inte-
grate. Agencies involved in firefighting,
firefighting equipment and supplies, and
law enforcement In-depth discussions were
held on topics like firewalls, benchmarks,
and performance evaluations. As part of the
test, the firewall was computed and ana-
lyzed to see how much the policy affected
it. Various firewall, security, and network
scanning programs can be used to check
firewall security[17].As they learned dur-
ing a test of performance, adding more se-
curity checks to the firewall actually de-
graded the system's performance. Workers'
reduced output had little impact on overall
cost, other from the gradual rise caused by
more rules and regulations [18].

which outcomes to draw [19]. Furthermore
elucidated that the primary goal of the study
design is to assist prevent the circumstance
where the evidence does not address the in-
itial research question. When conducting
research, the problem at hand is one of
logic, not logistics. By using this technique,
the research problem in this study can be ef-
fectively tackled, hence research design can
be seen as the overarching strategy utilized
to combine the many parts of the study in a
smooth and systematic way. In accordance
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to, there are two types of research strate-
gies: (i) qualitative and (ii) quantitative.
Surveys and experiments in the social sci-
ences are often used as illustrative instances
of quantitative research and are evaluated in
light of the merits and limitations of statis-
tical, quantitative research methodologies
and analysis. Further, case studies are
sometimes held up as shining instances of
qualitative research, which takes an inter-
pretative approach to data, investigates
"things" in the context in which they are
found, and takes into account the personal
interpretations that individuals ascribe to
those circumstances. The comparative
study design was used to investigate the rel-
ative merits of several firewalls in the con-
text of the virtual data center [20].

As a result, this study adopted a
quantitative comparative research strategy.
Because it is possible to acquire useful
comparison data from datacenters while us-
ing a comparative research design that em-
ploys many firewall types, this strategy was
used for this study. Benefits of research us-
ing a comparative design include more con-
trol over technique, easier access to previ-
ously unavailable data, and the potential to
more broadly apply results. Researchers
can learn more about the prevalence, distri-
bution, and relationships between different
factors through comparison  studies
[21]. Therefore, quantitatively oriented field
investigations constitute the comparative
research design. According to a study's
time, money, and other resources are pro-
portional to its complexity and rigor. In or-
der to be sure that the increased accuracy,
confidence, generalizability, etc., that
comes with a more complex design is worth
the additional time and money, it is im-
portant to constantly evaluate the results.

What's more, a descriptive study is
the best method for this investigation.
Therefore, it depicts a situation that may be
explained by the measurement of an event
or action, and this can be achieved through
the use of instructional or informative in-
sights. The frequency, mean, and standard
deviation are all examples of measurements
of central tendency, and recurrence estima-
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tions are examples of measures of disper-
sion (diversity). The findings of a descrip-
tive study of firewalls in a virtual data cen-
ter may be displayed in tables based on per-
centages, the mean, and the standard devia-
tion, while those of a comparative study can
be shown in charts depicting the strength of
the relationships between the variables
[22].

4. RESULTS AND DISCUSSION

Ping, ICMP delay, FTP, VM, RM,
and latency are all examples of perfor-
mance parameters, with throughput serving
as a benchmark for determining a network's
upper limit. packets received by one node at
a given time is referred to as "unit time".
The Ping is a network management soft-
ware diagnostic utility that is used to deter-
mine whether a host is accessible on a net-
work. Ping is a component of the Internet
Control Message Protocol (ICMP) family.
A timestamp is included in each packet sent
by Ping, and this can be used to calculate
the time it takes for a packet to travel to the
remote host. ICMP is a network-layer Inter-
net protocol that sends error messages and
other information about packet processing
back to the source, and this is referred to as
the latency of a packet. The ICMP delay is
the time it takes for a packet to get from the
sender to the receiver. There are a number
of significant messages generated by IC-
MPs, such as "Destination Unreachable,"
"Echo Request and Reply,” "Time Ex-
ceeded," and "Timestamp Request and Re-
ply." PfSense is a firewall/router computer
software distribution based on FreeBSD
that may be installed on a physical or virtual
machine to create a dedicated fire-
wall/router for a network. Web-based man-
agement means no knowledge of the under-
lying FreeBSD system is required to con-
figure and upgrade it.

In order to avoid being mapped by
malicious networks, network managers fre-
quently disable ICMP on network equip-
ment. (e.g., Nmap and Nessus scans). A
wide range of malicious activities, includ-
ing but not limited to: ping sweeps, ping


https://doi.org/10.36755/jac.v1i1.49

flooding, ICMP tunneling, and ICMP redi-
rects, can all be carried out using the ena-
bled ICMP protocol. As a "quick fix" secu-
rity precaution, network managers occa-
sionally disable ICMP traffic on their fire-
walls due to all of the possible ICMP as-
saults and the fact that TCP/IP still "mostly™
works when ICMP traffic is disabled. Net-
work security and performance may be neg-
atively impacted by the removal of the
ICMP protocol from the operating system
When the ICMP protocol is restricted, it
disables critical mechanisms. Tests for
ICMP communication latency can uncover
network connectivity and security issues.

In order to get accurate findings,
pfSense software uses ICMP communica-
tion delays to perform the lab setup. The
machines under test are Inspur 3060 serv-
ers, each of them contains a 8-core Dell
Power Edge, R320 32 GB DDR3 RAM, 2.6
GHz Processor (8 Cores), 500 GB HDD,
4.1Gbps NIC and 7th Generation HP 380,
2.6GHz Processor, 32 GB DDR3 RAM (8
Cores), 4 1Gbps NICs 1 TB HDD, one serv-
ing a real machine and the other as a virtual
machine. All of them are connected to a test
intranet, with Firewall specification as:
Physical CISCO ASA 5505, Virtual Appli-
ance CISCO ASA 1000v, Integrated & Dis-
tributed VMWare NSX, and with Applica-
tion PFSense. Our experiment is controlled
computer, with Operating Systems & Hy-
pervisors as: VMWare Hypervisor ESXi
Version 6.0 Windows OS Server 2012,
Windows 7,10.

In order to make it simpler to re-
ceive information over the actual Internet, a
fully virtualized networking configuration
was created in the lab. In this setup, a ping
from a virtual computer to a real system can
be generated. 10 ICMP packets generated,
ten times each, and then sent them as a 1.23
GB file to the Physical Machine through
FTP. Delay has been measured on pfSense
software which is an open source firewall
evaluation software and firewall in itself as
well.
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5. RESULTS AND DISCUSSIONS

The findings are based on a 10x ICMP com-
munication delay with a packet size of
10,000 bytes between the physical machine
(Source) and the virtual machine. (Destina-
tion). Each time the 10 ICMP packets are
transmitted, the delays are investigated.
The graphs are created using MS Excel; the
X axis represents the time of the message
according to the order in which it was sent,
and the y axis represents the delay in receiv-
ing time, which is measured in millisec-
onds.The delays between a physical ma-
chine and a virtual machine using ICMP
(Internet Controlled Messaging Protocol)
without a firewall are as follows.

ICMP communication delay

Delay in Ms

Fig.1 ICMP Delays Between a RM
and a VM Without Firewall

Figure 1 illustrates the result output
of ICMP (Internet Controlled Messaging
Protocol) communication delays between a
physical machine and a virtual machine
without firewall measured in milliseconds
and packet size in 10000 bytes. The num-
bers on y axis from 1-10 show thel0 pack-
ets of ICMP communication delays (where
the packet size was10000 bytes for each
packet) in the intervals of milliseconds
shown on the x axis ranging from 1.9-
2.25ms with the increment of 0.05ms each
time. And the latency looks very similar at
delay on 2ms and the number of time inter-
vals at 3, 4, 6, 7, 9, and 10. And again at
2.1ms on the number of time intervals at 2,
5, and 8. Latency steadily increases only on
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interval 1 at 2.2ms. ICMP (Internet Con-
trolled Messaging Protocol) Physical Fire-
wall delays between physical machines and
virtual.

ICMP communication delay

Fig.2 ICMP delays between a RM and VM
with Physical Firewall through Light Load

Figure 2 illustrates the result output
of ICMP (Internet Controlled Messaging
Protocol) communication delays between a
physical machine and a virtual machine
with physical firewall and light load meas-
ured in milliseconds and packet size in
10000 bytes. The numbers on y axis from
1-10 show thel0 packets of ICMP commu-
nication delays (where the packet size
was10000 bytes for each packet) in the in-
tervals of milliseconds shown on the x axis
ranging from 13.8- 4.8ms with the incre-
ment of 0.02ms each time. And the latency
looks very similar at delay on 4.3 ms and
the number of time intervals at 1,3, 4, and
6. And again at 4.1ms on the number of
time intervals at 2, and 8. It changes at de-
lay 4.5 ms and the number of intervals is 7,
and 4.4 ms at the interval of 10 Latency
steadily increases only on interval 5 at
4.7ms.

ICMP communication delay

Delay In Ms

Fig.3 ICMP delays between a RM and VM
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with Physical Firewall and Full Load De-
lays

Figure 3 illustrates the result output
of ICMP (Internet Controlled Messaging
Protocol) communication delays between a
physical machine and a virtual machine
with physical firewall and full load meas-
ured in milliseconds and packet size in
10000 bytes. The numbers on y axis from
1-10 show thel10 packets of ICMP commu-
nication delays (where the packet size
was10000 bytes for each packet) in the in-
tervals of milliseconds shown on the x axis
ranging from 7.4- 8.8ms with the increment
of 0.02ms each time. And the latency looks
very similar at delay on 8.2ms and the num-
ber of time intervals at 5 and 10. And again
at 8.4ms on the number of time intervals at
4, and 8 and 8.5ms on the number of time
intervals at 1, and 9. It changes at delay
8.1ms and the number of interval is 2, and
7.9ms at the interval of 6, 8.3ms at the in-
terval of 7 Latency steadily increases only
on interval 3 at 8.6ms.

6. CONCLUSION

As part of my research, I investigated how
well various types of firewalls worked in a
virtualized data center. To monitor traffic
as it moves through a virtual machine, it
must be installed at the kernel level. In all
conditions, it was shown that kernels with
firewalls grafted into them worked
properly. Even if multiple virtual machines
are connected to the same virtual switch,
the switch can nevertheless monitor and fil-
ter traffic on each of them separately. The
traffic is filtered out in this circumstance
other firewalls, such as physical firewalls,
virtual appliance firewalls, and application
firewalls, use IP-based policies and are un-
able to detect and update their policies if a
virtual machine's IP or network changes. To
ensure continual virtual machine connectiv-
ity, network managers must alter their cur-
rent policy. Virtual machine IP addresses
and networks can vary, and the kernel-
based firewall can dynamically update its
rules to keep pace with such changes. With
its distributed firewall functionality, virtual
machines can travel across hypervisors
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with no disruption to their security settings,
if their policies remain the same on all of
them. A kernel-based, distributed firewall
is the best way to protect against viruses.
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